Hammerwich Parish Council
Appendix to Full Council Meeting (17 December 2025)

Agenda #7: Planning Application
	Application Number
	Location
	Proposal
	Link to documents on LDC website

	Nil
	
	
	



Other agendas:
	Agenda #
	Topic
	Details

	8/1
	To approve the call-out service of SID engineering check
	Cllr King is discussing with the technical team of the supplier, hoping to resolve the issue without a call-out. Further update to be provided at the meeting.

	8/2
	Consultation - Proposed Diversion of Footpath No.11 Hammerwich
	Notice received from SCC re the consultation

Staffordshire County Council is currently considering an application to divert the above public footpath. The effect of the diversion will be to extinguish the existing section of footpath shown by a solid black line (A-B) on the map and create in its place the footpath shown by a broken black line (A-C-B). The proposal will not result in any physical changes on the ground but will regularise the route that has been the preferred route used by the public for many years. Reinstatement of the Definitive line, which has not been used for some time, will necessitate the removal of some mature vegetation and trees. Improvements will be made to the wet section of the proposed route to make it better for walkers. The proposed new route will have a width of 1.5 metres and will be a highway maintainable at public expense.

 [image: ]







	9
	Report for resident survey
	Highfields Road land development (Online survey responses).xlsx
· 334 responses received; any paper survey received in the future will be added to this summary.


	10
	To approve Precept 2026/27
	

[bookmark: _MON_1827382010]  

Enclosed please find the proposed Precept 2026/27 for your preview.

Based on this year's actual spending, I've worked out two proposals, whereas the higher one (+13.8%) allows 2x notice boards instead of 1x. The budgets for finger post upkeep, SID batteries replacement and drain clearance are slightly higher in this higher proposal. 
· £36,750 (+8.1% v.s. LY £34K) [+£1.70 / +6.92% in Council Tax Band D]
· £38,700 (+13.8% v.s. LY £34K) [+£3.09 / +12.6% in Council Tax Band D]
A summary for current year (2025/26), the Council is expected to have spent £37K by end March even though the precept was £34K only. The factors for the overspent are listed as below. The overspent was partly offset by the income we received (donations, bank interests etc).
· Trainings, incl. whole council in-person training, Clerk's CiLCA training
· Staff cost to support the extra hours of Clerk's CiLCA training
· Open space management (hedge cutting, fence repair, bush trimming, tree removal) more than planned
Please let me know if anything is unclear. Thank you.


	11
	To adopt an IT policy
	Proposed IT Policy for approval:




Background:

There is a new requirement in the Council's Annual Governance Statement this year. The Council must confirm they are digital and data compliant.

Councils are required to deliver in the 5 areas below (see the ticks). HPC is sorted with areas 1 and 2, and Agenda #11 this month is aimed to fulfill area 5 - Use of IT equipment & software. 

Making use of the template policy from NALC, a draft IT Policy is proposed (as attached) for approval at the coming meeting. 

p.s. Area 3 & 4 (FOI & Transparency, and Data Protection) will be looked into and dealt with at the following meetings if required.

[image: ]

	12
	To approve subscription to Support Staffordshire
	Annual subscription fee £25:

As the Rural Community Council for Staffordshire and the local ACRE (Action with Communities in Rural England) Network member, Support Staffordshire offer an additional rural-focused service on-top of our general member services to rural community groups such as village halls and community shops.

[image: ]

Support Staffordshire is made up of the following members:
· Start-up Members
· Local Community Group and Charity Members
· Local Social Enterprise Members
· Associate Members
· Parish/Town Council Members
· Volunteering For All Members



	13
	To approve subscription to Mapping Servies
	Will postpone this agenda to the January meeting as it takes time to familiar with the platform trial before presenting to the full council.

	14
	Correspondence Received and Sent
	To be shared separately

	15
	Accounts for payment
	Shared separately

	16
	Public participation
	-

	17
	Items for discussion at the next meeting
	-



- End of Report -
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Hammerwich Fp 11 Consultation Notice.pdf


STAFFORDSHIRE COUNTY COUNCIL 
HIGHWAYS ACT 1980, SECTION 119 AND 


WILDLIFE & COUNTRYSIDE ACT 1981, SECTION 53(A) 
 


PROPOSED DIVERSION OF PUBLIC FOOTPATH  
NO 11 (PART) HAMMERWICH 


 
 


Staffordshire County Council is currently considering an application to divert the 
above public footpath. The effect of the diversion will be to extinguish the existing 
section of footpath shown by a solid black line (A-B) on the map and create in its 
place the footpath shown by a broken black line (A-C-B). The proposal will not result 
in any physical changes on the ground but will regularise the route that has been the 
preferred route used by the public for many years. Reinstatement of the Definitive 
line, which has not been used for some time, will necessitate the removal of some 
mature vegetation and trees. Improvements will be made to the wet section of the 
proposed route to make it better for walkers. The proposed new route will have a 
width of 1.5 metres and will be a highway maintainable at public expense.  
 
The Countryside and Rights of Way Panel, who will be interested to know the views 
of users of the path, will consider the proposal in due course.  If you wish to object to 
the proposal, or you have any comments you would like to be considered by the 
Panel, please write to: Robin Carr Associates, Public Rights of Way Management & 
Consultancy Services, Meadow Barn, Main Street, Kneesall, Newark, 
Nottinghamshire NG22 0AD or email consultancy@prow.biz (quoting Reference 
RCA/SCC/PPO/67) before 7th January 2026. 
 
Robin Carr Associates are processing this application on behalf of Staffordshire 
County Council. It will however be the County Council’s Countryside and Rights of 
Way Panel who determine whether or not the requested Order should be made.  
 
Please note that, as a result of legislation, any comments you do send may be 
placed in the public domain, read and copied by the applicant, public or the press. 
 
This is an informal Notice to advise that the proposal will be considered in due 
course by Staffordshire County Council’s Countryside and Rights of Way Panel.  If 
the Panel decides to proceed with the making of an Order, it will be advertised in the 
usual way and formal objections can be made at that time. 
 
 
 
Date: 26th November 2025 
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Highways Act 1980, Section 119 and
Wildlife and Countryside Act 1981, Section 53A(2).


PROPOSED Diversion of Public Footpath
No. 11 (part) Hammerwich Parish


Map created at the scale of 1:1250
(facsimiles may vary)


© Crown Copyright and database rights 2025
Ordnance Survey AC0000849944. You are not
permitted to copy, sub-license, distribute or
sell any of this data to third parties in any form.
Use of this data is subject to the terms and conditions
shown at www.staffordshire.gov.uk/maps.
Produced by Staffordshire County Council, 17/11/2025. 


Path to be extinguished (A - B).


Rights of Way Unaffected


Path to be created (A - C - B).


Legal status of map -
INFORMAL CONSULTATION


Footpath


Pond


Discused railway


(Lichfield to Chasewater


Greenway)


A


This Rights of Way information is to be used only as a guide.The
information is not a legal document. For all other purposes you should


consult the Definitive Map of Public Rights of Way. The information
is for the sole use of the intended recipient for the specified purpose.
It is not provided for redistribution to third parties, any production of


unauthorised copies is a breach of copyright


BC
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ROBIN CARR ASSOCIATES 


Public Rights of Way Management & Consultancy Services  


 


 
Your Ref: 
My Ref: RCA/SCC/PPO/67 
Date: 26th November 2025 


CONSULTATION 
Dear Sir/Madam 
 
Highways Act 1980, s119 and Wildlife and Countryside Act 1981, s53(A) 
Application for Public Path Diversion Order 
Hammerwich Footpath No.11 (part) 
Nearest Post Code: WS7 0JS    
Grid Reference: 406818 306947 
 
Robin Carr Associates is in receipt of instructions from Staffordshire County Council 
to assist them in the processing and administration of a number of public path order 
applications in their area. Our role includes visiting the site to view the proposals, 
liaison with the applicant, conducting pre-order informal consultations etc and 
producing an advisory report to assist the County Council in making a decision 
whether or not to promote the requested Order. Our role is therefore primarily 
advisory with all decisions being made by the County Council.  
 
One such application has been received which seeks extinguish the existing section 
of footpath shown by a solid black line (A-B) on the map and create in its place the 
footpath shown by a broken black line (A-C-B). The proposal will not result in any 
physical changes on the ground but will regularise the route that has been the 
preferred route used by the public for many years. Reinstatement of the Definitive 
line, which has not been used for some time, will necessitate the removal of some 
mature vegetation and trees. Improvements will be made to the wet section of the 
proposed route to make it better for walkers. The proposed new route will have a 
width of 1.5 metres and will be a highway maintainable at public expense. 
 
Before preparing our report, I should like to take this opportunity to consult you 
regarding the proposals and invite to make any comments which you think the 
County Council should take into account as part of their decision-making process. I 
should also be grateful if you would give an indication of either your support or 
objection to the proposal and if objecting, provide the reasons for your objections so 
that they can be properly considered or resolved.  
 
I should be grateful to receive all responses, in writing, within six weeks of the 
date of this letter. 
 
If you have any queries regarding our working arrangements with Staffordshire 
County Council, please contact Paul Rochfort, Principal Rights of Way Officer on Tel: 
07976 191054 or email paul.rochfort@staffordshire.gov.uk 
 
Please note that we will not use your personal data for any purpose other than in 
connection with this application. We will however pass your details, as part of any 
responses you have made, to Staffordshire County Council and any consultation 
responses may ultimately be in the public domain as part of related statutory 







proceedings. Copies of objections and representations including contact details may 
also be passed to the applicant for the Order to enable them to enter into discussion 
with you and negotiate the withdrawal of any objections etc.  
 
If you have any queries, or wish to discuss the diversion proposals, please do not 
hesitate to contact me direct using the contact details at the foot of the first page of 
this letter. 
 
In the case of utility companies, please advise whether any of your apparatus is 
affected by this proposal. 
 
Yours faithfully 
 


 
 
Robin Carr FIPROW 
Principal Consultant 
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HPC%202026-27%20budget%20calculation.xlsx
2025.26 latest

				HAMMERWICH PARISH COUNCIL

				BUDGET 2025/26

						Admin		community Halls		Recreation Grounds		Footpath/Lighting/Maintenance		Bus Shelter		Play Equipment		Election Expenses		Grants		Audit Fees		Capital Finance		Other		TOTAL

				Opening Account (Community)		-		-		-		-		-		-		-		-		-				-		10,803.11

				Opening Account (Business)		-		-		-		-		-		-		-		-		-				-		12,850.41

				(less unpresented cheques)



				Precept 2025/26		-		-		-		-		-		-		-		-		-				-		34,000.00



				All other income		-		-		-		-		-		-		-		-		-				-		6,724.58

				VAT reclaim																								5,076.11

				Interest																								148.47

				Sponsorship																								1,500.00



				Total Income (incl bal cfwd) 																								64,378.10





				Agreed budget line 2025/26		11,300.00		450.00		13,600.00		1,000.00		3,800.00		1,250.00		600.00		1,000.00		500.00		500.00		0.00		34,000.00



				Virement		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00



				Expenditure Budget		11,300.00		450.00		13,600.00		1,000.00		3,800.00		1,250.00		600.00		1,000.00		500.00		500.00		0.00		34,000.00



				Paid by BACS/Cheque

				April		1,277.94						26.91														47.98		1,352.83		SPCA 25/26 subs £562, metpost £26.9, Cllr Smith leaving gift £48

				May		636.03		38.50		3,083.18		26.91								75.00								3,859.62		 2x metpost, Grant £75 (tbc), LDC Bin empty (£3083)

				June		688.63		77.00												250.00		191.28						1,206.91		Internal audit £200, Training Cllr PJ £42

				July		1,111.83		38.50																449.00				1,599.33		Parish Online £468, Clerk laptop £449

				Aug		628.23																						628.23

				Sept		1,506.03		66.00						3,445.00		249.60												5,266.63		ROSPA £250, Bus shelter balance, Full council training £420, Clerk CiLCA SLCC fee £450

				Oct		2,421.93		71.50												25.00				430.00				2,948.43		Clerk CiLCA SPCA fee £325, Strimmer/hedge cutter £430, Insurance £1391

				Nov		1,693.43		38.50				718.16																2,450.09		Clerk backpay £115 and CiLCA extra 2 hrs/wk (Sep-Nov) £173.3 x 3 = £519.9

				Dec		939.53		38.50		11,517.60																		12,495.63		Employer NI (Nov+Dec) £103

				Jan		868.00		38.50		30.00												300.00						1,236.50		Ex Audit £300,  S Playing Field Assn £30,

				Feb		920.00		45.50		2,350.00										400.00								3,715.50		ICO fee £52, Solicitor fee for land possession (£1500 exVAT, tbc), Legal fee for review the Licence Alternation of changing room £850, Grant £400 (tbc)

				Mar		953.00		45.50		2,235.00																		3,233.50		Office365 renewal £85, LDC GM £8943 + misc jobs



				Gross Payments 		13,644.59		498.00		19,215.78		771.98		3,445.00		249.60		0.00		750.00		491.28		879.00		47.98		39,993.21



				Unadjusted Position		-2,344.59 		-48.00 		-5,615.78 		228.02		355.00		1,000.40		600.00		250.00		8.72		-379.00 		-47.98 		-5,993.21 



				Remaining Funds (end March 2026)

				Current Account																								9,886.01		Remaining funds in Current Account, for non-budgeted items

				Reserve Account (Earmarked)																								12,998.88		Earmarked after top up in Nov-24, cannot spend.

				VAT amount to be reclaimed																								2,163.00

				Total funds available at end March 2026																								26,547.89



				Proposed Earmark (Reserve Account)

				General reserve (12mth)																								12,000.00

				Election expense																								700

				Total Earmark proposed																								12,700.00



				Approved Projects																								Ex-VAT		Job completed? Billed

				Solicitor fee for land possession																								1,500.00

				Legal review of Licence to Alteration																								850.00

				GM - Grass cut & litters etc																								8,943.00

				GM - Bin emptying																								2,569.32		Yes / Yes

				Dog Bin (Overton Lane new)																								400.00		Yes

				Dog bin replace (Mansion Drive)																								400.00		Yes / Yes

				Fence repair (Triangle)																								175.00		Yes / Yes

				Bush trimming (junction Gorseway/Warren Road)																								85.00		Yes / Yes

				Hedge cutting Meerash Lane																								275.00		Yes

				Host of Parish Network Meeting (venue hire)																								38.50		Yes

				CiLCA - extra hours (2hrs/week, 1 year)																								2,080.00

				Clerk back pay (Apr-Oct)																								134.00		Yes

				Training (FOI - Chair and Clerk)																								70.00		Yes / Yes

				Trainig (Finance for Councillor - Chair and Cllr Taylor)																								70.00

				Exit poll printing																								68.00		Yes / Yes

				Finger post improvement																								500.00		Yes / Yes

				SIDs batteries																								262.62		Yes / Yes

				Dead tree removal (Mansion Drive)																								1,160.00

				Dog bin replace (Paviors Road)																								400.00		Yes

				Survey poster printing																								150.00		Yes / Yes



																												20,130.44

				Proposed Projects









																												0.00





Precept calculation

		HPC 2026/27 budget planning

						2026-27 Proposal						2026-27 Proposal						2025-26 (projected actual) - EX VAT				Remarks

						8.1%						13.8%

		 

		Precept 2025/26				£   34,000.00						£   34,000.00



		31.03.2025 carried forward				£   23,383.52						£   23,383.52



		Current balance as of 30.11.2025				£   45,066.00						£   45,066.00



		Known deduction still to come

		December				£   12,495.63						£   12,495.63

		January				£   1,236.50						£   1,236.50

		February				£   3,715.50						£   3,715.50

		March				£   3,233.50						£   3,233.50

		Items in discussion				£   - 0						£   - 0



		Known additions still to come

		N/A



		Predicted closing balance 31.03.2026				£   24,385						£   24,385





		Ringfenced Expediture already agreed

		N.A.



		Category in Precept analysis		Expected Regular expenses

		Administration		Administration		£   13,853						£   13,853						£   14,605

				Clerk Wage + office allowance				£   9,041						£   9,041						£   8,974

				Employer NI contribution (>£5K, 15%)				£   493						£   493						£   279		Credits in a/c to offset 25-26

				insurance				£   1,530						£   1,530						£   1,391

				WCAVA				£   89						£   89						£   85

				Clerk expenses				£   203						£   203						£   185

				Land search fee				£   - 0						£   - 0						£   70

				New laptop				£   - 0						£   - 0						£   374		New laptop

				SPCA membership				£   791						£   791						£   562		For 25/26

				Support Staffordshire Membership				£   25						£   25						£   - 0

				ICO fee				£   57						£   57						£   52		TBC

				Trainings				£   300						£   300						£   1,305		CiLCA, full council in person

				Gov.UK domain pkg subscription				£   390						£   390						£   390

				Bank charges				£   84						£   84						£   72

				Printing cost for campaigns				£   250						£   250						£   218

				Gifts for leaving Cllr				£   - 0						£   - 0						£   48

		Community Halls		Community Halls		£   546						£   546						£   505

		Recreation Ground		Grass cutting		£   9,837						£   9,837						£   8,943

		Recreation Ground		Bin emptying		£   2,826						£   2,826						£   2,569

		Recreation Ground		Open area maintenance		£   2,440						£   2,440						£   3,165

				New dog bins				£   420						£   420						£   1,200		3 bins

				Hedge cut				£   420						£   420						£   275		Meeras Lane

				Ivy & shrub removal				£   - 0						£   - 0						£   270		Gorseway

				Bush trim				£   - 0						£   - 0						£   85		Warren Road

				Tree works				£   1,600						£   1,600						£   1,160		Mansion Drive dead trees

				Fence repair				£   - 0						£   - 0						£   175		Triangle fence

		Recreation Ground		Legal fee for Transfer of Hammerwich Green		£   - 0						£   - 0						£   1,500

		Recreation Ground		Legal advice for Changing Room Alternation		£   - 0						£   - 0						£   850

		Audit Fees		Audit		£   393						£   393						£   380

				Internal Audit				£   159						£   159						£   159

				External audit				£   234						£   234						£   221		Estimate

		Traffic calming		SID maintenance		£   200						£   250						£   219				SID batteries replace

		Footpath/Lighting/Maintenance		Footpath maintenance		£   2,300						£   3,000						£   3,725

				Fingerpost upkeep and upgrade				£   300						£   500						£   496

				Bus shelter - new				£   - 0						£   - 0						£   2,871		50% balance payment in 25-26

				Equipment for footpath maintenance				£   - 0						£   - 0						£   358		Hedger cutter, strimmer

				Drains clearance				£   2,000						£   2,500						£   - 0

		Play Equipment		Play equipment maintenance		£   755						£   755						£   228

				Staffordshire Playing Field Assn membership				£   25						£   25						£   20

				Play equipment maintenance				£   500						£   500						£   - 0

				ROSPA inspection				£   230						£   230						£   208

		Donations		Grants (per year)		£   1,000						£   1,000						£   350				estimate

		Election expenses		Election expense		£   700						£   700						£   - 0				-

				Others		£   - 0						£   - 0						£   - 0

						£   34,850						£   35,600						£   37,039		(ex-VAT)



		Potential project for 2026/27

		Notice Boards		2 pcs in Triangle (1 pc in 8.1% proposal)		£   1,200						£   2,400

		Bus shelter refresh		BW Road		£   500						£   500

		Communications		Parish Online mapping service		£   200						£   200



		Budget plan for 2026/27				£   36,750		8.1%				£   38,700		13.8%

		* New for 2026/27






image6.emf
Parish%20Precept%2 0Analysis%2026_27%20(HPC).doc


Parish%20Precept%20Analysis%2026_27%20(HPC).doc


LICHFIELD DISTRICT COUNCIL


LOCAL PRECEPTING AUTHORITIES


2026/2027 PRECEPT

PARISH/TOWN/CITY COUNCIL: __HAMMERWICH PARISH COUNCIL______________

To the Billing Authority, Lichfield District Council


The above-mentioned Parish/Town/City Council request Lichfield District Council to include the Precept of £ 38,700.00          in the Billing Authorities Budget requirements for the financial year beginning 1st April 2026.

		PARISH PRECEPT ANALYSIS



		Type of Expenditure

		Amount

£

		Comments



		Administration

		13,850

		Wages, employer NI tax, SPCA membership, insurance, gov.uk domain (email a/c and website), training, bank charges



		Community Halls

		545

		WI hall hire and other hall hire for PC meetings



		Recreation Grounds

		15,100

		Grass cutting, bin emptying, maintenance & improvement works



		Burial Grounds

		-

		



		Allotments

		-

		



		Footpath/Lighting/Maintenance

		3,000

		Maintenance costs, signages



		Bus Shelter

		500

		Shelter refreshment



		Play Equipment

		755

		Inspection and membership fees



		Capital Finance

		-

		



		Election Expenses

		700

		



		Grant and Donations

		1,000

		Grants for local community



		Audit Fees

		400

		External and internal audits costs



		Traffic Calming

		250

		SID maintenance



		Other:

		2,600

		New noticeboards and mapping service subscription



		Total Expenditure

		£38,700

		



		Less: Income

		

		



		Less: Use of reserves

		

		



		TOTAL PARISH PRECEPT 

		£38,700

		



		COUNCIL TAX BAND D 

		

		



		

		

		





Signed on behalf of Parish/Town/City Council          


Chairman:                                                               Clerk: 


Date:                                                                        Date:


1

2
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HAMMERWICH PARISH COUCNIL 

INFORMATION TECHNOLOGY POLICY


Introduction	2
Purpose of the IT Policy	2
Monitoring of IT Use	2
Scope of this policy	2
Computer use	3
Equipment	3
Password and Authentication Policy	6
Monitoring	7
Remote working	8
Email	9
Use of the Internet	9
Use of social media	10
Misuse	13
Important notice	13




		Adopted On:

		Review Cycle:

		Last Reviewed:

		Reviewed By:

		Version No:



		17th December 2025

		Every 3 Years

		17th December 2025

		Full Council

		1











[bookmark: _Toc216675805]Introduction

Each council will have its own IT setup and, as such, a single ‘one-size-fits-all’ IT policy is unlikely to be appropriate. Some smaller parish councils may operate with minimal equipment, while others may manage multiple devices connected to a central server. These guidelines are intended to help councils identify key considerations when developing or updating their own IT policy.

Councils that use external IT providers should ensure their policies accurately reflect current practices and contractual arrangements.

[bookmark: _Toc216675806]Purpose of the IT Policy

The purpose of an IT policy is to establish clear parameters for how councillors, staff, and other authorised users use council-provided technology or equipment in the course of their duties. A well-defined policy helps to: 

· Set expectations for appropriate use of equipment and systems;

· Raise awareness of risks associated with IT use;

· Safeguard the council’s data and digital assets;

· Clarify what constitutes acceptable and unacceptable use;

· Outline the consequences of policy breaches.

Councils will also need to determine and clearly state whether limited personal use of IT equipment is permitted (for example, checking personal email or online shopping during lunch breaks).

[bookmark: _Toc216675807]Monitoring of IT Use

As an IT provider, the council has the right to monitor the use of its IT equipment and systems, provided there is a legitimate reason for doing so and councillors, employees and other authorised users are informed that such monitoring may take place. Any monitoring must be proportionate and comply with relevant data protection and privacy laws. Other persons may be included if they access or use council systems e.g. if they have a council e-mail address

[bookmark: _Toc216675808]Scope of this policy

This policy applies to all councillors, staff, and other authorised users, regardless of their working location or pattern, including those who are home-based, office-based, or work on a flexible or part-time basis. It sets out the expectations for the appropriate use of IT equipment and systems provided by the council.

[bookmark: _Toc216675809]Computer use 

Hardware 



1.1.1 Council computer equipment is provided for council purposes; however reasonable personal use is permitted (reasonable interpreted as in the opinion of the council. Any personal use of our computers and systems should not interrupt our daily council work in any way. 



1.1.2 Locking computers when leaving desk, all councillors, staff, and other authorised users must lock their computers when leaving their desks to prevent unauthorised access. This applies to all council and personal devices used for work. 



1.1.3 All computer and other electronic equipment supplied should be treated with good care at all times. Computer equipment is expensive, and any damage sustained to any equipment will have a financial impact on the council. 



1.1.4 Computer and electronic hardware should be kept clean, and every precaution taken to prevent food and drink being dropped or spilled onto it. 



1.1.5 Equipment should not be dismantled or reassembled without seeking advice. 



1.1.6 Councillors, staff, and other authorised are not to purchase any computer or mobile equipment (including software). Unless previously authorised. 



1.1.7 Personal disks, USB stick, CDs, DVDs, data storage devices etc cannot be used on council computers without the prior approval of the council. 



[bookmark: _Toc216675810]Equipment 

2.1 Portable equipment 

2.1.1 Portable equipment includes laptop computers, netbooks, tablets, mobile and smart phones with email capability and access to the internet etc. 



2.1.2 It is particularly emphasised that council back-up procedures specific to portable equipment should be followed at all times. 



2.1.3 All portable computers must be stored safely and securely when not in use in the office, i.e. when travelling or when working from home. Portable equipment (unless locked in a secure cabinet or office) should be kept with or near the user at all times; should not be left unattended when away from council premises and should never be left in parked vehicles or at any council or non-council premises.



2.1.4 It is important to ensure all portable devices are protected with encryption in case they are lost or stolen. All smartphones or tablets that hold council data, including emails and files, must be protected with a pin code. 



2.1.5 Multi-Factor Authentication (MFA) is a security process that requires users to verify their identity using two or more independent methods—for example, entering a password (something you know) and confirming a code sent to your mobile device (something you have). This significantly reduces the risk of unauthorised access to systems and sensitive data. NALC recommends implementing MFA as a best practice to enhance information security and support compliance with data protection obligations under the UK GDPR and the Data Protection Act 2018.



2.1.6 If an item of portable equipment is lost or damaged this should be reported to the clerk. If the loss or damage is due to an act of negligence, the individual responsible may be liable to meet the first [£50] of the loss/damage. 



2.1.7 Under no circumstances should any non public meeting or conversation be recorded without the permission of those present. This does not affect statutory rights (under The Openness of Local Government Regulations 2014).



2.1.8 In addition, the council does not permit webcams (which may be pre-installed on many laptops) to be used in the workplace, other than for conference calls for council purposes. If there is any doubt as to whether a device falls under this clause, advice should be sought from the clerk.

2.2 	Use of own devices 

2.2.1 The Council recognises that some councillors, staff, and other authorised users may wish to use their own smartphones, tablets, laptops etc to access our servers, private clouds or networks for normal council purposes, including, but not limited to, reading their emails, accessing documents stored on the council’s cloud storage. Any such use of personal devices will be at the discretion of the council, but consent for standard systems (MS Windows, Mac OS X, Linux - in commercial configurations) will normally be permitted. Such devices should be kept up to date so that any vulnerabilities in the operating system or other software on the device are appropriately patched or updated. 



2.2.2 However, the same security precautions apply to personal devices as to the council’s desktop equipment. For continuity purposes, any emails sent from own devices should be sent from a council email account and should not identify the individual’s personal email address. 



2.2.3 Councillors, staff, and other authorised persons that use council systems are expected to use all devices in an ethical and respectful manner and in accordance with this policy. Accessing inappropriate websites or services on any device via the IT infrastructure that is paid for or provided by the council carries a high degree of risk, and, for employees, may result in disciplinary action, including summary dismissal (without notice). This is irrespective of the ownership of the device used. An example would be downloading copyright music illegally or accessing pornographic material. 



2.2.4 In cases of legal proceedings against the council, the council may need to temporarily take possession of a device, whether council-owned or personal to retrieve the relevant data.



2.2.5 Wherever possible the user should maintain a clear separation between the personal data processed on the council’s behalf and that processed for their own personal use, for example, by using different apps for council and personal use. If the device supports both work and personal profiles, the work profile must always be used for work-related purposes.  



2.2.6 Councillors, staff, and other authorised users who intend to use their own devices via the council’s infrastructure must ensure that they:


· use a pin code or fingerprint (preferably the latter) to protect their device(s) from being accessed;

· always password protect any documents containing confidential information that are sent as attachments to an email, and notify the password separately (preferably by a means other than email);

· for smartphones and tablets, activate the automatic device wipe function (where available). Note that use of the remote wipe function may also involve the removal of the individual’s personal data. Councillors, staff, and other authorised users are therefore advised to keep personal data separate from council data where possible;

· ensure secure WiFi networks are used;

· ensure that work-related data cannot be viewed or retrieved by family or friends who may use the device;

· inform the clerk if their device(s) is/are lost, stolen, or inappropriately accessed where there is risk of access to council data or resources. To prevent phones being used, they will need to retain the details of their IMEI number and the SIM number of the device as their provider will require this to deactivate it. 



2.2.7 Personal data relating to councillors, staff, and other authorised users, associates, residents, external stakeholders should not be saved to any personal accounts with third-party storage cloud service providers as this may breach data protection legislation or create a security risk if the device is lost or stolen. This applies especially if the passwords used to store/access data are saved onto the device, or if the service permits councillors, staff, and other authorised users to remain logged in between sessions. 



2.2.8 Personal information and sensitive data should never be saved on councillors, staff, or other authorised users own devices as this may breach confidentiality agreements, especially if the device is used by other people from time to time. 



2.2.9 If removable media are used to transfer data (e.g. USB drives or CDs), the user must also securely delete the data on the media once the transfer is complete. 



2.2.10 Councillors, staff, and other authorised users who open any attachments should ensure that any cached copies are deleted immediately after use. The clerk will provide assistance or training in doing this if needed. Additional risks include data belonging to the council being accessed by unauthorised persons if the device(s) is lost, stolen, or used without the owner's permission.



2.2.11 Any work done on user's own equipment should be stored securely and password protected and should always be backed. 





2.2.12 Prior to the disposal of any device that has work data stored on it, and in the event of a user leaving the council, councillors, staff, and other authorised users are required to allow the Clerk [or Chair of the Council if Clerk is leaving] access to the device to ensure that all passwords, user access shortcuts and any identifiable data are removed from the device. 



2.2.13 Councillors, staff, and other authorised users must take responsibility for understanding how their device(s) work in respect to the above rules if they are accessing council servers/services via their own IT equipment. Risks to the user's personal device(s) include data loss as a result of a crash of the operating system, bugs and viruses, software or hardware failures and programming errors rendering a device inoperable. The council will use reasonable endeavours to assist, but councillors, staff, and other authorised users are personally liable for their own device(s) and for any costs incurred as a result of the above. 



[bookmark: _Toc216675811]Password and Authentication Policy



4.1.1	All user accounts must be protected by strong, secure passwords. 

In addition to strong passwords, Multi-Factor Authentication (MFA) should be enabled wherever possible. MFA requires users to provide two or more independent forms of verification—for example, a password (something you know) and a code sent to your phone (something you have). This significantly reduces the risk of unauthorised access to systems and personal data.

To further strengthen account security:

· Initial user account passwords must be generated by the IT provider.

· Default passwords provided by vendors or the IT provider must be changed immediately upon installation or setup.

· The council recommends these practices as part of its commitment to robust information security and to support compliance with the UK GDPR and the Data Protection Act 2018.

For more guidance, see the NCSC's advice on password security: NCSC Password Guidance

4.1.2	 Access to Passwords

· Passwords are personal and must not be shared under any circumstances.

· Only the assigned user of an account may access or use the associated password.

· In exceptional cases (e.g., incident response or employee offboarding), access to system credentials may be granted to authorised personnel from the Council with appropriate approvals and logging. 

· Administrative credentials must be stored securely and only accessible to authorised personnel with a copy provided to the chair of the council, in a sealed envelope, only to be accessed in an emergency.

4.1.3 	Password Storage and Management

· Passwords must not be stored in plain text or written down in insecure locations.

4.1.4 	Password Change Requirements

· Immediately change password if compromise is suspected.

4.1.5	 Password Access Control and Logging

· All access to administrative or shared credentials must be logged and auditable.

· Attempts to access unauthorized passwords will be treated as a security incident.

4.1.6 	Responsibility

· Users are responsible for creating and maintaining secure passwords for their accounts.
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5.1.1 	The council reserves the right to monitor and maintain logs of computer usage and inspect any files stored on its network, servers, computers, or associated technology to ensure compliance with this policy as well as relevant legislation. Internet, email, and computer usage is continually monitored as part of the council’s protection against computer viruses, ongoing maintenance of the system, and when investigating faults. 



5.1.5 The council will monitor the use of electronic communications and use of the internet in line with the Investigatory Powers (Interception by Councils etc for Monitoring and Record-keeping Purposes) Regulations 2018.



5.1.6 Monitoring of an employee's email and/or internet use will be conducted in accordance with an impact assessment that the council has carried out to ensure that monitoring is necessary and proportionate. Monitoring is in the council’s legitimate interests and is to ensure that this policy is being complied with.



5.1.7 The information obtained through monitoring may be shared internally, including with relevant councillors if access to the data is necessary for performance of their roles. The information may also be shared with external HR or legal advisers for the purposes of seeking professional advice. Any external advisers will have appropriate data protection policies and protocols in place.



5.1.8 The information gathered through monitoring will be retained only long enough for any breach of this policy to come to light and for any investigation to be conducted. 



5.1.9 Councillors, staff, and other authorised users have a number of rights in relation to their data, including the right to make a subject access request and the right to have data rectified or erased in some circumstances. 



5.1.10 Such monitoring and the retrieval of the content of any messages may be for the purposes of checking whether the use of the system is legitimate, to find lost messages or to retrieve messages lost due to computer failure, to assist in the investigation of wrongful acts, or to comply with any legal obligation.



5.1.11 The council reserves the right to inspect all files stored on its computer systems in order to assure compliance with this policy. The council also reserves the right to monitor the types of sites being accessed and the extent and frequency of use of the internet at any time, both inside and outside of working hours to ensure that the system is not being abused and to protect the council from potential damage or disrepute.  



5.1.12 Any use that the council considers to be ‘improper’, either in terms of the content or the amount of time spent on this, may result in disciplinary proceedings. 



5.1.13 All computers will be periodically checked and scanned for unauthorised programmes and viruses. 
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6.1.1 Increased IT security measures apply to those who work away from their normal place of work (e.g. whilst travelling, working from home or at an external stakeholders’ premises or any other different venue), as follows: 

· if logging into the council’s systems or services remotely, using computers that either do not belong to the council or are not owned by the user, any passwords must not be saved, and the user must log out at the end of the session deleting all logs and history records within the browser used. If the configuration of the devise does not clearly support these actions (for example at an internet café), council services should not be accessed from that device;

· the location and direction of the screen should be checked to ensure confidential information is out of view. Steps should be taken to avoid messages being read by other people, including other travellers on public transport etc;

· any data printed should be collected and stored securely;

· all electronic files should be password protected and the data saved to the council’s system/services when accessible;

· papers, files or computer equipment must not be left unattended at a non-private premises unless arrangements have been made with a responsible person at that premises for them to be kept in a locked room or cabinet if they are to be left unattended at any time;

· any data should be kept safely and should only be disposed of securely;

· papers, files, data sticks/storage, flash drive or backup hard drives should not be left unattended in cars, except where it is entirely unavoidable for short periods, in which case they must be locked in the boot of the car. If staying away overnight, council data should be taken into the accommodation, care being taken that it will not be interfered with by others or inadvertently destroyed;

· where possible the ability to remotely wipe any mobile devices that process sensitive information should be retained in the case of loss or theft;


6.1.2 Those issued with a 'dongle' to enable internet access from a laptop via 3G or 4G networks whilst away from their normal workplace should note that the cost of internet access can be very high. Dongles should therefore be used for essential council purposes only, especially if abroad. 



6.1.3 Similarly, use of paid for Wi-Fi access, for example at airports should be carefully monitored and restricted to essential council use. 
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7.1.1 Council email facilities are intended to promote effective and speedy communication on work-related matters. Although we encourage the use of email, it can be risky. Councillors, staff, and other authorised users need to be careful not to introduce viruses onto council systems and should take proper account of the security advice below. 



7.1.2 On occasion, it will be quicker to action an issue by telephone or face to face, rather than via protracted email chains. Emails should not be used as a substitute for face to face or telephone conversations. Councillors, staff, and other authorised users are expected to decide which is the optimum channel of communication to complete their tasks quickly and effectively. 



7.1.3 These rules are designed to minimise the legal risks run when using email at work and to guide councillors, staff, and other authorised users as to what may and may not be done. If there is something which is not covered in the policy, councillors, staff, and other authorised users should ask the IT provider, rather than assuming they know the right answer. 



7.1.4 All councillors, staff, and other authorised users who need to use email as part of their role will normally be given their own council email address and account. The council may, at any time, withdraw email access, should it feel that this is no longer necessary for the role or that the system is being abused. 



7.1.5 Email messages sent on the council’s account are for council use only. Personal use is not permitted.



[bookmark: _Toc216675815]Use of the Internet 

8.1 Copyright  

8.1.1 Much of what appears on the Internet is protected by copyright. Any copying without permission, including electronic copying, is illegal and therefore prohibited. The Copyright, Designs and Patents Act 1988 set out the rules. The copyright laws not only apply to documents but also to software. The infringement of the copyright of another person or organisation could lead to legal action being taken against the council and damages being awarded, as well as disciplinary action, including dismissal, being taken against the perpetrator.



7 

8 

8.1 

8.1.1 

8.1.2 It is easy to copy electronically, but this does not make it any less an offence. The council’s policy is to comply with copyright laws, and not to bend the rules in any way.



8.1.3 Councillors, staff, and other authorised users should not assume that because a document or file is on the Internet, it can be freely copied. There is a difference between information in the ‘public domain’ (which is no longer confidential or secret information but is still copyright protected) and information which is not protected by copyright (such as where the author has been dead for more than 70 years). 



8.1.4 Usually, a website will contain copyright conditions; these warnings should be read before downloading or copying. 



8.1.5 Copyright and database right law can be complicated. Councillors, staff, and other authorised users should check with the clerk if unsure about anything. 

8.2 Trademarks, links and data protection 

8.2.1 The council does not permit the registration of any new domain names or trademarks relating to the council’s names or products anywhere in the world, unless authorised to do so. Nor should they add links from any of the council’s web pages to any other external sites without checking first with the clerk.

 

8.2.2 Special rules apply to the processing of personal and sensitive personal data. For further guidance on this, see the council’s data protection policy, a copy of which is available on the council website. 

8.3 Accuracy of information 

8.3.1 One of the main benefits of the internet is the access it gives to large amounts of information, which is often more up to date than traditional sources such as libraries. Be aware that, as the internet is uncontrolled, much of the information may be less accurate than it appears.

[bookmark: _Toc216675816]Use of social media 

9 

9.1 

9.1.1 Social media includes blogs; Wikipedia and other similar sites where text can be posted; multimedia or user generated media sites (YouTube); social networking sites (such as Facebook, LinkedIn, X (formerly known as Twitter), Instagram, TikTok, etc.); virtual worlds (Second Life); text messaging and mobile device communications and more traditional forms of media such as TV and newspapers. Care should be taken when using social media at any time, either using council systems or at home. 



9.1.2 The council recognises the importance of councillors, staff, and other authorised users joining in and helping to shape sector conversation and enhancing its image through blogging and interaction in social media. Therefore, where it is relevant to use social networking sites as part of the individual’s position, this is acceptable. 



However, inappropriate comments and postings can adversely affect the reputation of the council, even if it is not directly referenced. If comments or photographs could reasonably be interpreted as being associated with the council, or if remarks about other stakeholders could be regarded as abusive, humiliating, sexual harassment, discriminatory or derogatory, or could constitute bullying or harassment, the council will treat this as a serious disciplinary offence. Councillors, staff, and other authorised users should be aware that parishioners or other local organisations may read councillors, staff, and other authorised users' personal weblogs, to acquire information, for example, about their work, internal council business, and employee morale. Therefore, even if the council is not named, care should be taken with any views expressed.



9.1.3 To protect both the council and its interests, everyone is required to comply with the following rules about social media, whether in relation to their council role or personal social networking sites, and irrespective of whether this is during or after working hours: 

· Contacts from any of the council’s databases should not be downloaded and connected with on LinkedIn or other social networking sites with electronic address book facilities, unless this has been authorised. 

· Any blog that mentions the council, its current work, councillors, employees, other users associated with the council, partner organisations, local groups, suppliers, parishioners, should identify the author as one of its councillors or employees and state that the views expressed on the blog or website are theirs alone and do not represent the views of the council. Even if the council is not mentioned, care should be taken with any views expressed on social media sites and any views should clearly be stated to be the writer’s own (e.g. via a disclaimer statement such as: “The comments and other content on this site are my own and do not represent the positions or opinions of my employer/ the council.”) Writers must not claim or give the impression that they are speaking on behalf of the council. 

· Any employee who is developing a site or writing a blog that will mention the council’s current or potential plans, or will mention the council’s councillors, staff, and other authorised users, partners, must inform the clerk that they are writing this and gain agreement before going ‘live’. 

· The council expects councillors, staff, and other authorised users to be respectful about the council and its current or potential staff, including employees, councillors, clerks, and authorised users and not to engage in any name calling or any behaviour that will reflect negatively on its reputation. Any unauthorised use of copyright materials, any unfounded or derogatory statements, or any misrepresentation is not viewed favourably and could constitute gross misconduct. 

· Photos or videos that include employees or other workers wearing uniforms or clothing displaying the council’s name or logo should not be posted on social media if they could reflect negatively on the individual, their role, their colleagues, or the council. Additionally, photos, videos, or audio recordings must not be taken on council premises without explicit permission

· Comments posted by councillors, staff, and other authorised users on any sites should be knowledgeable, accurate and professional and should not compromise the council in any way. 

· Inappropriate conversations should not take place on any social networking sites, including forums. 

· Any writing about or displaying photos or videos of internal activities that involves current councillors, staff, and other authorised persons, might be considered a breach of data protection and a breach of privacy and confidentiality. Therefore, their permission should be gained prior to uploading any such material. Details of any kind relating to any events, conversations, materials or documents that are meant to be private, confidential or internal to the council should not be posted. This may include manuals; procedures; training documents; non-public financial or operational information; personal information regarding other councillors, staff, and other authorised users anything to do with a disciplinary case, grievance, allegation of bullying/harassment or discrimination, or legal issue; any other secret, confidential, or proprietary information or information that is subject to confidentiality agreements. This does not affect statutory requirements to publish information including under the Freedom of Information Act.

· Councillors, staff, and other authorised users must be aware that they are personally liable for anything that they write or present online (including on an online forum or blog, post, feed or website). Councillors should always be mindful of the Members Code of Conduct. Employees may be subject to disciplinary action for comments, content, or images that are defamatory, embarrassing, pornographic, proprietary, harassing, libellous, or that can create a hostile work environment. They may also be sued by other organisations, and any individual or council that views their comments, content, or images as defamatory, pornographic, proprietary, harassing, libellous or creating a hostile work environment. In addition, other councillors, staff, and other authorised users can raise grievances for alleged bullying and/or harassment. 

· Postings to websites or anywhere on the internet and social media of any kind, or in any press or media of any kind, should not breach copyright or other law or disclose confidential information, defame or make derogatory comments about the council or its councillors, staff, and other authorised users, or disclose personal data or information about any individual that could breach data protection legislation. 

· Contacts by the media relating to the council, should be referred to the clerk. 

· Councillors, staff, and other authorised users who use sites such as LinkedIn and Facebook must ensure that the information on their profile is accurate and up to date and must update their profile on leaving the council. 

· Councillors, staff, and other authorised users who use X.com, LinkedIn, or other social media/networking sites for council development purposes must ensure they provide the council with login details, including password(s), so that these sites can be accessed and updated in their absence. 

· Councillors, staff, and other authorised users who have left the council must not post any inappropriate comments about the council or its councillors, staff, and other authorised users on LinkedIn, Facebook, X.com or any other social media/networking sites. 

· During your employment/ involvement with the council, you may create or obtain access to a variety of professional contacts and confidential information. This includes, but is not limited to, contacts made through professional networking platforms such as LinkedIn, where those contacts have been established or maintained in your capacity as a councillor, member of staff, or other authorised user. All such contacts will be considered council property and may be subject to disclosure upon request.



9.1.4 Note that the council may, from time to time, monitor external postings on social media sites. Any employee who has a profile (for example on LinkedIn or Facebook) must not misrepresent themselves or their role with the council. Councillors, staff, and other authorised users are also advised that social media sites are not an appropriate place to air council concerns or complaints: these should be raised with the council or formally through the grievance procedure.



9.1.5 It is important to note that all contact details and information remain the property of the council. In addition, councillors, staff, and other authorised users leaving the council will be required to delete all council-related data including contact details from any personal device/equipment. 

[bookmark: _Toc213847375][bookmark: _Toc216675817]Misuse

Misuse of IT systems and equipment is not in line with the council’s standards of conduct and will be taken seriously. Any inappropriate or unauthorised use may lead to formal action, including disciplinary proceedings or, in serious cases, dismissal.

Guidance

Where there is text in [square brackets] this part may be updated or be deleted if not relevant. An alternative option may have been provided.

[bookmark: _Toc213847376][bookmark: _Toc216675818]Important notice 

This is an example of a policy designed for a small council adhering to statutory minimum requirements and does not constitute legal advice. As with all policies it should be consistent with your terms and conditions of employment. 

This document was commissioned by the National Association of Local Councils (NALC) for the purpose of its member councils and county associations. Every effort has been made to ensure that the contents of this document are correct at time of publication. NALC cannot accept responsibility for errors, omissions and changes to information subsequent to publication. 

This document has been written by Worknest HR – a company that provides HR advice and guidance to town and parish Councils. Please contact them on 01403 240 205 for information about their services.
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Annual Governance Statement - Section 1 of the AGAR:
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Not new requirements - don’t panic!

5 Key areas: 1
v' Email management Do“ T
Website Accessibility PAN"
FOI & Transparency

Data Protection

Use of IT equipment & software

v
v
v
v

SAPPP has statutory discretion to decide what the annual governance statement

includes
malc




image9.jpeg
SUPPORT
STAFFORDSHIRE
BENEFITS OF ASSOCIATION

« Free 1-Hour 1:1 Advice or Support
Ideal for parish councils managing community buildings or collaborating with local charities.

« Free Access to ACRE Fact Sheets & Templates
Digital copies are free; printed versions available at a small charge.

« Independent Advice on Affordable Housing Needs
Support to assess and address local housing requirements.

 Parish Council Internal Audits
Tailored quotes provided for individual councils.

« Member Rates for Training & Consultancy
Access Support Staffordshire’s courses and expert consultancy at discounted rates.

« Free Job & Event Listings
Post your opportunities directly to our website at no cost.

 Participation in Local Forums & Networks
Join voluntary sector locality forums and Village Hall Network meetings—completely free.

« Regular News & Updates
Stay informed with electronic newsletters and bulletins.

« Stronger Partnership with Support Staffordshire
Benefit from closer collaboration and shared resources.

Other services are available to parish / town councils at the standard rate of charges
(although some may be free where they are funded through another source).

PARISH COUNCIL MEMBERS

Support Staffordshire recognises parish and town councils as the first tier of local
government, deeply connected to their communities and often managing key local services
like community halls, recreation grounds, and cemeteries. Councillors are community
champions, actively involved in local groups and initiatives.

As the ACRE Network partner for Staffordshire, Support Staffordshire provides tailored
support to rural communities, including village hall advice. We help build skills, strengthen
communities, and support organisations through:

1. Promoting volunteering and social action

2. Supporting community and organisational development
3. Facilitating collaboration and collective voice
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